
 

contentACCESS 

Manual - version 2.9 

 

  

MAY 5, 2016 
TECH-ARROW a.s. 

KAZANSKÁ 5, 821 06 BRATISLAVA, SLOVAKIA 
All Rights Reserved 

 



 
 

 
 

contentACCESS Manual  |  Version 2.9|  ALL RIGHTS RESERVED 

TECH-ARROW, a. s.  |  Kazanská 5B, 821 06 Bratislava, Slovakia, EU  |  E-mail: sales@tech-arrow.com | www.tech-arrow.com   2/298 

 
 

Table of Contents 

Introduction to contentACCESS ................................................................................................................................... 6 

Services provided by contentACCESS ............................................................................................................... 6 

Software requirements ........................................................................................................................................... 7 

Installation of contentACCESS ...................................................................................................................................... 7 

contentACCESS Tools .................................................................................................................................................... 22 

Installing Virtual drive  .......................................................................................................................................... 22 

Installing the Proxy server (contentACCESSWS) ....................................................................................... 23 

Installing the Proxy web services ..................................................................................................................... 27 

Installing Outlook forms ...................................................................................................................................... 30 

Legacy email archive connectors ...................................................................................................................... 32 

Legacy archive connector for Metalogix Archive Manager Exchange Edition (MAM EE) ............ 32 

Legacy archive connector for Email Lifecycle Manager (ELM)............................................................... 41 

Installing TECH-ARROWĦs WinShortcutter ................................................................................................. 50 

contentACCESS Central Administration ................................................................................................................ 51 

Central administration login  .............................................................................................................................. 52 

contentACCESS Central Administration user interface .......................................................................... 53 

Tenants in contentACCESS .......................................................................................................................................... 55 

How to create a new tenant ............................................................................................................................... 55 

Tenant limitations .................................................................................................................................................. 57 

How to provide access to a tenant (adding new tenant administrators) ............................................ 59 

Tenant administrator invitation types  ............................................................................................................ 60 

General system configurations ................................................................................................................................... 62 

Connection ............................................................................................................................................................... 62 

User interface .......................................................................................................................................................... 63 

Users Ĥ role types, creating new users, adding user logins..................................................................... 63 

How to create user logins to an already existing user? ............................................................................. 66 

mailto:sales@tech-arrow.com
http://www.tech-arrow.com/


 
 

 
 

contentACCESS Manual  |  Version 2.9|  ALL RIGHTS RESERVED 

TECH-ARROW, a. s.  |  Kazanská 5B, 821 06 Bratislava, Slovakia, EU  |  E-mail: sales@tech-arrow.com | www.tech-arrow.com   3/298 

 
 

System administrators  ......................................................................................................................................... 67 

Login providers ....................................................................................................................................................... 70 

System ........................................................................................................................................................................ 74 

Licensing .................................................................................................................................................................... 78 

How to activate your license key ...................................................................................................................... 79 

Notifications  ............................................................................................................................................................ 82 

Monitoring Ĥ how to find out possible misconfigurations / reasons of potential system/job 

failures........................................................................................................................................................................ 85 

Distributed environment in contentACCESS Ĥ Clusters ........................................................................ 93 

Statistics ................................................................................................................................................................. 103 

How to create/configure databases Ĥ All databases ............................................................................. 105 

Common features ......................................................................................................................................................... 111 

Databases .............................................................................................................................................................. 112 

Schedules ............................................................................................................................................................... 113 

Retentions.............................................................................................................................................................. 117 

Storages .................................................................................................................................................................. 118 

Exchange connections ....................................................................................................................................... 125 

Importing contentACCESS configurations from files ............................................................................. 129 

Creating new jobs in contentACCESS ................................................................................................................... 134 

JobsĦ page, jobsĦ context menu ................................................................................................................................. 137 

File Archive ..................................................................................................................................................................... 141 

Introduction to File system archive .............................................................................................................. 141 

File Archive settings ........................................................................................................................................... 144 

Databases .............................................................................................................................................................. 145 

System settings .................................................................................................................................................... 145 

Retentions.............................................................................................................................................................. 146 

Storages .................................................................................................................................................................. 146 

Root folders ........................................................................................................................................................... 146 

mailto:sales@tech-arrow.com
http://www.tech-arrow.com/


 
 

 
 

contentACCESS Manual  |  Version 2.9|  ALL RIGHTS RESERVED 

TECH-ARROW, a. s.  |  Kazanská 5B, 821 06 Bratislava, Slovakia, EU  |  E-mail: sales@tech-arrow.com | www.tech-arrow.com   4/298 

 
 

Aliases ..................................................................................................................................................................... 149 

Schedules ............................................................................................................................................................... 149 

Provisioning settings and managing access to contentWEB ............................................................... 149 

Configuring aliases.............................................................................................................................................. 153 

Configuration of jobs available in contentACCESS File Archive ........................................................ 154 

Configuration of File system archive job .................................................................................................... 155 

Configuration of a File system restore job ................................................................................................. 167 

Configuration of File system recovery job ................................................................................................. 171 

Configuration of Remote shortcutting job ................................................................................................. 175 

Active/inactive documents in File system archive .................................................................................. 184 

Email Archive ................................................................................................................................................................. 188 

Important settings before creating an Email Archive job ..................................................................... 189 

Database settings ................................................................................................................................................ 190 

System settings .................................................................................................................................................... 191 

Provisioning settings .......................................................................................................................................... 194 

Retention settings ............................................................................................................................................... 198 

Shortcuts in email archiving ............................................................................................................................ 198 

Storing of archived emails ................................................................................................................................ 207 

Creating email archive schedulers ................................................................................................................ 207 

User experience ................................................................................................................................................... 208 

Exchange 2013: Mail app in OWA 2013 or on MS Outlook 2013 desktop version ............................. 209 

Exchange 2010: OWA 2010 integration ......................................................................................................... 214 

Address book objects ......................................................................................................................................... 219 

Granting access rights for mailbox users and explicit users to view the mailbox archive? ....... 220 

Creating contentWEB users (option 1): ...................................................................................................... 220 

Manage access to a mailbox archive (option 2)......................................................................................... 223 

How the end user should log in to contentWEB (archive) over Internet? ....................................... 225 

mailto:sales@tech-arrow.com
http://www.tech-arrow.com/


 
 

 
 

contentACCESS Manual  |  Version 2.9|  ALL RIGHTS RESERVED 

TECH-ARROW, a. s.  |  Kazanská 5B, 821 06 Bratislava, Slovakia, EU  |  E-mail: sales@tech-arrow.com | www.tech-arrow.com   5/298 

 
 

Database and store assignment in email archiving ................................................................................. 225 

How to assign database and storage to an Exchange group? ............................................................... 226 

How to assign database and storage to a mailbox? ................................................................................. 228 

How to move data from source database/storage into a second (target) database/storage? . 229 

Creating Email archive jobs: archive, restore, recovery, mailbox move .......................................... 229 

Email archive job .................................................................................................................................................. 230 

Email restore job .................................................................................................................................................. 243 

Email recovery job............................................................................................................................................... 249 

Mailbox move job ................................................................................................................................................ 257 

Custom plugins .............................................................................................................................................................. 262 

Email management job configuration .................................................................................................................... 262 

SharePoint archive plugin .......................................................................................................................................... 272 

Storage replication plugin .......................................................................................................................................... 277 

Sharing plugin................................................................................................................................................................. 279 

Datengut plugin ............................................................................................................................................................. 280 

Email synchronizer plugin .......................................................................................................................................... 282 

contentWEB ................................................................................................................................................................... 285 

officeGATE ...................................................................................................................................................................... 286 

accessGATE Mobile ..................................................................................................................................................... 288 

Virtual d rive .................................................................................................................................................................... 292 

Terms of use ................................................................................................................................................................... 297 

FAQ 298 

 

mailto:sales@tech-arrow.com
http://www.tech-arrow.com/


 
 

 
 

contentACCESS Manual  |  Version 2.9|  ALL RIGHTS RESERVED 

TECH-ARROW, a. s.  |  Kazanská 5B, 821 06 Bratislava, Slovakia, EU  |  E-mail: sales@tech-arrow.com | www.tech-arrow.com   6/298 

 
 

Introduction to contentACCESS 

 

contentACCESS is a modular product  primarily designed to solve email archive and file archive 

scenarios in an organization. It uses built -in or custom plugins, which are able to connect with  many 

kind of input systems and process the information as desired. Based on the plugins, contentACCESS 

is providing email, SharePoint and file management and also archive in the cloud or on premise. With 

contentACCESS you can choose from many storage systems to store your data ģ either with the built -

in processing or with a completely custom processing workflow. 

contentACCESS provides a simple way of just implementing the actual processing task and writing to 

a storage or archive system of your choice. You can set demanded plugin instances (jobs) in the 

background for processing these tasks without any need to change your employeesĦ behavior. It also 

provides methods for accessing stored content regardless of the target, providing unified access. 

contentACCESS can be fit to customer needs very easily.   

 

Services provided by contentACCESS 

V Processing plugins: Processing plugins are responsible for crawling and processing your data. The way 

of processing data depends on the framework-functions that the plugin has and on further 

configurations of the plugin. Besides the basic plugins custom plugins are also available. The crawling 

method is configurable and is offering different optimizations for different use cases. The crawled 

data can be filtered by data age, size, file type and further  specific properties. The plugin selects the 

crawling method, the filtering and the target storage and is focusing only on the data processing. A 

typical use case is to archive emails or files into an archive system, or to export to a file system, etc. 

V Manual archiving tool: To manually archive emails directly from your MS Outlook or Outlook Web 

Access contentACCESS uses Mail app application. With this application the end user can archive old 

emails very easily, and also retrieve them at any time with the help of shortcuts which replaced the 

original item. 

V Clustering: Helps to optimize your capacities and divide data processing between more servers to 

make contentACCESS work more smoothly. 

V Storages: The contentACCESS framework is offering the following storage providers out of the box: 

Disk store (simple disk storage), inPoint , iTernity . Third party storages are possible to be 

implemented as well.  
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V contentWEB: contentWEB is a web application running in browsers and also on mobiles (mobile 

browsers), which provide an easy to use interface for accessing processed and stored content. Its 

functions include folder browsing, item listing, item paging, item filtering, restoring, exporting and 

searching. 

V contentACCESS client access and WEB Services: contentACCESS provides an API for executing plugins 

on demand, manually processing emails using plugins, unified access of processed elements. 

V Mobile access: The processed data for users are accessible through the contentACCESS Mobile 

application as well.  

Software requirements 

The following prerequisites have to be installed on the machine(s) where you want to run the 

contentACCESS installation wizard: 

ü MS SQL 2012 Express or Server 

ü MS Outlook 2010/2013 (64 bit version) or later 

ü .NET Framework 4.5 

ü Internet Information Services (IIS)  and ASP .NET 4.5 

These prerequisites are also checked by the installation wizard. If not installed, SQL, Framework 

and IIS will  be installed directly from the wizard during the installation. 

 

Installation  of contentACCESS 

 

The installation package makes the contentACCESS installation process very transparent and 

intuitive. This section leads you through the dialogs of the installation wizard and describes the step-

by-step installation of the product. To run the contentACCESS setup self-extracting package the 

following is required:  

ü MS SQL 2012 Express or Server 

ü MS Outlook 2010/2013 (64 bit version) or later 

ü .NET Framework 4.5 

ü Internet Information Services (IIS) and ASP .NET 4.5 

ü Ability to run the setup as an administrator 

What is involved in the contentACCESS setup package? 
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ü Under section Documentation  the contentACCESS manual and the Best practices to the software 

can be found, and it also contains a link to the contentACCESS website. 

ü Under Planning the links to hardware and software requirements can be found, and the user may 

download the contentACCESS Analysis Tool right from here. The tool is used to measure the 

performance of file shares to be archived and also the speed of the desired target store. It is also 

used to analyze the files that will be archived, and can help to set up the correct file archiving 

strategy. 

ü Under Tools you can find the links to the Virtual Drive setup, Proxy server setup, Legacy MAM 

retrieve server setup, for the Outlook forms  and from here you can also download TECH-

ARROWĦs WinShortcutter . WinShortcutter is a collection of small and useful utilities that are 

primarily focused at people working in a Windows dominant office environment with a weak MAC 

support. It is primarily used to open MS Windows shortcuts (.LNK). 

ü Under Products  you can read a short description about other software  solutions of TECH-

ARROW: contentGATE, streamGATE, officeGATE. 

ü Navigate to Installation  button and start the installation process of contentACCESS. 

Download and run the setup package (contentACCESS X.X Setup.exe). As default it unzips to 

c:\TECH-ARROW\content ACCESS_Package folder but you can use the Browse button if you want 

to change the directory. Click Unzip. After the files have been successfully unzipped click OK. 

 

 

Note: It is a good practice to always unzip to the same directory. This is especially important when 

updating the product. Keeping the installation in the same folder helps you to run the update always 

with the same settings.  
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1. Welcome!  Now the contentACCESS installation wizard will open which will lead you through all 

the steps of the deploying process. All three components of contentACCESS (the server, Central 

administration and contentWEB) can be deployed during this deploying process. As 1. step choose 

Installation  and then  click NEXT: 

 

 

2. EULA. After you have read the End User License Agreement carefully check checkbox I accept the 

term of the agreement  and click NEXT. 
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3. Components. In this step you have to choose which contentACCESS components you want to 

install on a server. contentACCESS has 3 components: the server, contentACCESS Central 

Administration and contentWEB. Check all three checkboxes in this step if you want to have all of 

them on a single server.  
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Before proceeding with the installation, you need to apply the license. There are two options how to 

do that: 

 

a) If the machine where the setup is running has internet connection, you can activate the license 

online. Follow the next steps: 

Á Choose Online activation  in the wizard. 

Á Enter your license key and click Next.   

Á License will be validated and you can continue the installation 

b) If the machine where the setup is running has NO internet connection, you need to activate the 

license offline. Follow the next steps:  

Á Insert your license key. 

Á Select the Offline activation  button and click Next . 

 

Á Activate your product on the offline license activation page of TECH-ARROW. The page can be 

accessed using the link in the activation dialog: 
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Á  Copy/paste (or download/upload) the License request information  from the above wizard and 

activate it on the offline license activation page. Use the ĨChooseĩ option to upload the .dat file if 

you have saved it, or copy the activation string into the text box and click ĨActivate nowĩ. 
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Á Copy/paste (or download/upload) the activation code (1st screenshot below) from the web page to 

the License activation wizard (2nd screenshot below): 

 

 

Á When you have successfully applied the license, click ĨNextĩ in the wizard to continue the 

installation.  In the last window click ĨCloseĩ to complete the activation process. 
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4. Prerequisites. During this step the wizard will check if your system fulfills the software 

requirements.  The missing requisites will be installed during the installation . Use the [refresh]  

button to actualize the prerequisite information after t he missing software is installed. One it is 

ready, the user can continue with the installation process. After the wizard has run the system 

requirements check click NEXT. 

For more information about these requirements check the section above: Software requirements.  

 

 

Note: MS Outlook prerequisite will be checked only in case that the license contains email based 

plugins. 

 

5. Base folder. The next step is to select the installation folder. By default the product instal ls in 

C:\Program Files\TECH-ARROW\contentACCESS folder. The installation folder can be changed. 

Click on the  button  and browse for the desired destination. Click NEXT. 

ü Note: After the expiration date it will be needed to activate the license again. The user can 

do it in the central administration interface of contentACCESS. For further information 

refer to section How to activate your license key. 
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Note:  It is a good practice to always use to the same path when updating the software. Keeping the 

same path when updating the product helps to prevent technical problems that might occur when 

running the updated version. 

 

6. ContentWEB . On this page you can define the port number that contentWEB (contentACCESS 

archive user interface) will use. This step will be required only in case that you have selected 

contentWEB component in step 3 above. 
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Note: It is always a good thing to select 80 as port number because this port is enabled on Firewall in 

most of cases. 
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6. Central Administration.  In this step you need to insert the port number that will be needed to 

access the application for Central Administration. Once the number is inserted click NEXT. 

 

7. Service settings. The administrator may set here, under which credentials the contentACCESS 

service should run. There are multiple choices: 

a. The service can be run as Local System; no credentials are needed; 

b. The service can be run under custom Windows credentials (local or domain user); the 

administrator may run a test also, to verify the Windows credentials are OK. 

 

      

9. Database connection. The next step is to specify the system database server to be used by 

contentACCESS. contentACCESS is storing data in MS SQL server. If you do not have a database 

server installed, you can install an SQL 2012 Express (free version) with this installer. In this case 
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check the Install new SQL Server 2012 Express radio button and the database will be automatically 

created with the following credentials : 

Database server: [ServerName]\contentACCESS 

Database name: contentACCESSDB 

User name: system 

Password: c0ntent@ccess 

Schema: dbo 

If you already have an SQL Server installed, select the Connect to existing SQL server radio button  

and follow the next steps: 

¶ Enter the name of the database server into the Database server  text box, or use the   button to 

locate it. 

¶ Type the Database name into the next textbox. A system database will be created with the name 

entered here. 

¶ Type in a schema (with an optional name). 

Note: If you are updating to a higher version, then all these above mentioned settings will be 

preselected and it will not be allowed to change them. 

Continue with setting the credentials, over which contentACCESS will connect to SQL server: 

¶ Enter the SQL user name and password into the textboxes. You have multiple options here: a) You 

can use either an SQL user, or b) you can use WIA (Integrated Windows Authentication)  with 

checking the ĨUse Windows integrated authenticationĩ checkbox. In this second case 

contentACCESS will connect to SQL with the service credentials specified in step 8 above, in the 

service settings. 

 

Note: The user specified in database connection settings must be allowed on the SQL server first. 

 

If you would like to make sure that all entered data are right run a test connection with a simple click 

on the Test button.  
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a) Using SQL user                      b) Using WIA 

 

If the connection was successfully established the following Setup window will confirm it: 

 

Click NEXT. 

Note: In case that  there are unwanted applications running in the background, the setup will warn the 

user about this. Unwanted applications are: MS Outlook, Services and Internet Information Services. 

It is possible (but not recommended!!) to kill these applications directly from this window by right 

clicking on the application in the list and selecting ĨKillĩ. The best approach is to close the running 

applications manually. You can also skip closing the applications by clicking the ĨIgnoreĩ button in the 

pop-up window. 
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10. Overview . In this step the contentACCESS setup gives a general overview about the components 

that you have selected to install on server. Click NEXT. 

 

 

11. Installation . Click Install  and wait until the installation process is completed. Then click on NEXT. 

      

 

12. Summary window will give an overview for you about the already installed products: 
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Note: If any problem occurred during the installation process click on Open log file option in the right 

down corner of the last setup window (check above). The reason of unsuccessful installation might be 

included in this log file 

 

Click Finish to complete the whole installation process. 

After installation is completed and you want to continue with further settings and configurations in 

the contentACCESS Central Administration, click on Yes in the following popup window. 

 

If you want to continue with installing the Virtual drive, Proxy server or the Outlook forms, then click 

on No and continue as follows. 
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contentACCESS Tools 

 

The contentACCESS setup package is extended with 

Á Virtual drive  (used for shortcut retrieve and to view the archived roots; more information  in 

section File Archive), 

Á Proxy web services, 

Á  Legacy archive connectors (used to access the legacy email archives [MAM EE and ELM]; for 

more information check section Legacy email archive connectors), 

Á MS Outlook Forms  (further mentioned in section Email Archive). 

From here you can download TECH-ARROWĦs Winshortcutter as well. (For more information click 

here.) Here you can also read a short description about these extensions of the contentACCESS 

setup: 

 

 

Installing Virtual drive  

 

What is a virtual drive?  It is a virtual file system that presents/virtualizes  any data (files and folders 

of an actual disk) to the end-user. Virtual  drive is a non-existing drive that does not physically exist in 

mailto:sales@tech-arrow.com
http://www.tech-arrow.com/
http://www.tech-arrow.com/tech-arrows-winshortcutter/


 
 

 
 

contentACCESS Manual  |  Version 2.9|  ALL RIGHTS RESERVED 

TECH-ARROW, a. s.  |  Kazanská 5B, 821 06 Bratislava, Slovakia, EU  |  E-mail: sales@tech-arrow.com | www.tech-arrow.com   23/298 

 
 

the computer, but it contains the exact structure of the items that have been processed by 

contentACCESS.  

The contentACCESS Virtual Drive was developed by TECH-ARROW and serves as a key access point 

between the end user and the contentACCESS File Archive. Virtual Drive is a must have-tool for 

customers who have contentACCESS File system archive and would like to use the shortcutting 

feature . The archived items can be also viewed from this drive  by the end users. 

 

How to install the Virtual drive? Navigate to the Tools button in the contentACCESS setup window, 

and click on option Virtual drive.  For further information  how to install Virtual drive  refer to 

contentACCESS Virtual Drive Installation Manual here. 

  

 

Installing the Proxy server (contentACCESSWS) 

 

Most of the companies understood, that sensitive information /data should be transmitted using a 

secure connection. TECH-ARROW also reacted on this demand and offers a secure connection, i.e. 

HTTPS connection to enable communication between the user and the contentACCESS server. To 

enable to use HTTPS security, it is required to install a proxy server, which will enable for the user to 

communicate with the contentACCESS server.  
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Proxy server is a must-have tool for customers who have contentACCESS Email Archive (or any 

email based plugins) and would like to use the shortcutting feature or  use accessGATE mobile. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In the contentACCESS installation wizard, navigate to Tools Ą click on Proxy web services option. 

The installation wizard will open and will guide you through the installation process. 

Note: Hyper Text Transfer Protocol Secure (HTTPS) is the secure version of HTTP the 

protocol over which data are sent between client (as in our case the Outlook form) and the 

contentACCESS server that you are connected to. The ĨSĩ at the end of HTTPS stands for 

ĨSecureĩ. It means all communications between the client and the server are encrypted.  

HTTPS is often used to protect highly confidential online transactions. HTTPS pages use 

one of two secure protocols to encrypt communications ģ SSL (Secure Socket Layer) or TSL 

(Transport Layer Security)(proxy that we will install uses SSL). Both of these protocols use 

what is known as asymmetric Public Key infrastucture (PKI) system. This PKI system uses 

two Ĩkeysĩ to encrypt communications, a Ĩpublic keyĩ, and a Ĩprivate keyĩ. Anything 

encrypted by the public key can only be decrypted by the private key and vica-versa. 
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In the contentAccessWS ģ InstallShield Wizard  window click on Next : 

 

In the next step accept the Software license agreement, and click on Next : 
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Change the destination where you want to install  contentA CCESSWS. By default it installs to 

C:\Program files\TECH-ARROW\contentACCESSWS. Then click on Next : 

 

In the next step select the contentACCESS server, and with the Test Server button test if the 

connection with this server was successfully established. With clicking on Advanced button 

you can also set the port where the proxy server should be installed. With checking the Use 

secure connection textbox the user will be enabled to access data only with using a secure 

connection [HTTPS].  
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Then click on Next . 

      

In the next window, click Install to finish the installation process. In the last step click on Finish. 

     

 

Installing the Proxy web services 

 

How to allow HTTPS secure connection between the proxy server and the contentACCESS in case 

of need? 

Before you proceed with this configuration, it is necessary to mention that the proxy server must be 

installed with the option ĨUse secure connectionĩ; otherwise it is not possible to establish HTTPS 

connection between the proxy server and contentACCESS. 

Continue according to the next steps: 
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1. Open Internet Information Services (IIS) Manager on the computer where the proxy server is 

installed. 

2. Import the  companyĦs SSL Certificate 

a) Click on the server  name ģ ĨTANEWS(TANEWS\Administ rator)ĩ in our case ģ and under section 

IIS  double click on Server Certificates : 

 

b) Import the certificate.  In the right hand corner of the Actions pane click on Import  and in the 

Import certificate  window browse for  the companyĦs certificate, open it, then enter the password 

to it  and click on OK: 
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c) Bindings configuration. Now enable the access to the proxy from HTTPS. Search for the node 

contentACCESSWS in the Connections pane. Double click on the Default Web Site  in the pane, 

and in the right upper corner of the Actions  pane click on Bindings option . 

          

Screenshot A     Screenshot B 

 

In the Site Bindings window , click on Add. In the Add site binding  window, under Type select Ĩhttp sĩ 

from the dropdown list, enter the Host name and select the SSL certificate from the dropdown list. 

Then click on OK. 

 

d) Cancellation of HTTP-allowance. If you would not like to allow using HTTP connection any more, 

unfold the appropriate site in the Connections pane and click on the proxy (contentACCESSWS), 
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then double click on SSL Settings option under IIS section (Screenshot A). The SSL Settings page will 

open. Here check checkbox Require SSL (Screenshot B).  

        

    Screenshot A     Screenshot B 

 

e) In the right hand corner click on Apply  to save these changes. 

 

f) Check if the communication between the proxy and the contentACCESS is well established. 

Into the browser enter URL: 

https://tigrincs.tech -arrow.com/contentACCESSWS/MobilityService.svc/ping. 

If the connection was well established, then the ping result will show OK. 

 

Installing Outlook forms  

 

In Microsoft Outlook, each of the windows where you enter content Ĥ for example, a new email 

message or a new calendar appointmentĤis called an Outlook form. These default forms are stored 

in the Standard Forms Library for Outlook. There are additional libraries as well, including Personal 

Forms and Organizational Forms if you have an Exchange Account. Each folder within the Outlook 

hierarchy has a default Outlook form associated with it. As you would expect, a mail folder such as 

your Inbox has the Message form as the default, and the Contacts folder opens the Contact form as 

its default.  
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When archiving MS Exchange contents, the contentACCESS MS Outlook forms are used to open an 

HTML shortcut ģ which replace the archived email message ģ  transparently with the original email 

message. If the forms are installed, then the end user will not notice any change between the original 

email and the archived (shortcutted) one, if the forms are installed (and Change message class function 

was turned on during the shortcut configuration). 

In case you would need to install Outlook forms (it will have a great importance by using email 

shortcuts), navigate to Tools button  in the contentACCESS installation wizard Ą click on Outlook 

forms option. For more information please refer to the Outlook forms installation manual here . 

  

 

Important!!!  Outlook 2013 users will have access to the Organizational forms library but cannot 

publish to it using Publish custom forms. 

There are 2 possible ways how to solve this: 

a) Use an earlier version  of MS Outlook to publish the Outlook Forms; 

b) Publish the Forms to your Personal Forms Library and then use the Outlook Options Ą Advanced 

Ą Developers group Ą Custom Forms... Ą Manage Forms functionality to copy the form 

from Personal Forms to Organizational Forms.  
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Legacy email archive connectors 

 

Legacy retrieve services bring for the user the advantages of hybrid archiving (connection to the 

legacy archive and the new archive through contentACCESS).  

With installing the given retrieve service and configuring it in the contentACCESS Central 

Administration and on the legacy server, you will be able to retrieve the old email archive shortcuts  

and to check your legacy archive using contentWEB. It is recommended to install the retrieve 

service on the legacy archive server. 

To be able to work with the existing legacy shortcuts the legacy email archive should be turned off. 

contentACCESS has two legacy archive connectors: 

Á Legacy archive connector for Metalogix Archive Manager Exchange Edition (MAM EE) 

Á Legacy archive connector for Email Lifecycle Manager (ELM)  

In the following subchapters we will learn how to install the MAM EE and ELM retrieve services and 

how to do necessary configurations in contentACCESS. 

 

Legacy archive connector for Metalogix Archive Manager Ex change Edition (MAM EE) 

 

Legacy MAM retrieve service  is a replacement of the original Metalogix Archive Manager Exchange 

Edition (MAM EE) retrieve service. This service is used to access archived files over the legacy 

shortcuts, if you have uninstalled Metalogix Archive Manager (and Archive Web) from your 

computer, and you need to check the archive contents. 

 

Important!  Do not uninstall HSM from the server. It will be needed to access the MAM shortcuts and 

to retrieve the archived items. 

 

Installing Legacy MAM retrieve service and its configuration on the MAM server 

 

1. In the Tools of the contentACCESS setup package click on Legacy archive connector for email 

archives/Legacy archive connector for MAM EE  and start  to run the setup package.  
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By default it unzips to c:\Program Files\TECH-ARROW\contentACCESS\LegacyMAMRetrieve 

folder. Click ĨUnzipĩ. After the files have been successfully unzipped click ĨOKĩ. 

        

2.  A short HowToInstall manual will automatically open to help you with installing the server. Follow 

the next steps of this short step-by-step manual: 

3.  Open Internet Information Services (IIS) manager  from the  Start  menu: 
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4. Navigate to the following node in the tree on the left side: [SERVER_NAME]\Application Pools: 

 

 

5.  Right click on the node ĨApplication Poolsĩ and select ĨAdd Application Poolĩ: 

 

6.  The ĨAdd Application Poolĩ window will open. Enter "LegacyMAMPool" as name and select the 

.NET Framework version from the .NET Framework version dropdown list, then click OK. 
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7.  Right click on the newly created "LegacyMAMPool " in the grid, and select "Advanced Settings" 

from its context menu. 

 

8.  Change ĨIdentityĩ to ĨLocal systemĩ built in account in the ĨApplication Pool identity ĩ window, 

then click ĨOKĩ. 

      

9. Navigate to the following node in the tree on the left side: [SERVER_NAME]\Sites\Default Web 

Site\ExchangePAMWS: 
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If the ExchangePAMWS is NOT found, then: 

a)  Right click on the ĨDefault Web Siteĩ and click on the "Add Application ". 

 

b) Enter ĨExchangePAMWSĩ into alias and ĨC:\Program files\TECH- 

ARROW\contentACCESS\LegacyMAMRetrieveĩ as Physical path. Select the ĨLegacyMAMPoolĩ 

by clicking the ĨSelectĩ button. 

c) Click ĨOKĩ. 

 

If the ExchangePAMWS is found, then: 
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a) Select the "ExchangePAMWS" node by clicking on it. 

 

b) Click "Basic Settings..." in the Actio ns pane (right side of the IIS Manager). 

 

c) In the ĨEdit Applicationĩ dialog, select the "LegacyMAMPool " by clicking the "Select" button  and 

enter "C:\Program Files\TECH-ARROW\contentACCESS\LegacyMAMRetrieve " into the 

Physical path textbox . 
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10. Continue with setting up the MAM server in contentACCESS: 

Configuration of the MAM server in contentACCESS Central Administration: 

a) Open contentACCESS Central Administration from your browser : 

Error! Hyperlink reference not valid. name]:3333/CentralAdministration 

b) Navigate to Email Archive Ą Miscellaneous Ą Legacy data configuration  on the ribbon: 

 

c) Activate legacy archive support with clicking on the ĨActivate legacy archive supportĩ option 

in the warning box. 
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d) Database settings: go to Email Archive Ą Settings Ą Databases button on the ribbon, and 

configure the connection with the old Metalogix database on the MAM server. In this use case 

the MAM database is on TAPAM01. 

 

 

e) Navigate back to the Legacy data configuration  page on the ribbon, and select the created 

database connection from the database dropdown list. 

 

 

Now you can configure the URLĦs for the MAM retrieve server. 

f) Under Retrieve settings , enter the MAM retrieve service URL  using the server name (in our 

case ĨTAPAM01ĩ), where the Legacy MAM retrieve service was installed.  

Use the following sample: http://[MAMServerName]/exchangePAMWS 

Click ĨConfigureĩ. In this step, the contentACCESS will configure the retrieve proxy with the 

correct parameters. 

 

g)  HSM server settings: Enter the HSM server name into the text field using the following sample: 

  http://[HSMServerName]/PAM4HSM/PAM4HSMWS.asmx 
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Once the retrieve service installation and its configuration  is ready, it will be possible to retrieve the 

old MAM shortcuts  from Outlook/OWA and browse the legacy archive through contentWEB. 

(contentWEB is the end user interface for the contentACCESS archive. For more information check 

section contentWEB). 
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Legacy archive connector for Email Lifecycle Manager (ELM)  

This service is used to access archived files from the legacy ELM shortcuts, if you have uninstalled 

Email Lifecycle Manager from your computer, and you need to check the archive contents. 

 

Installing Legacy ELM retrieve service on the ELM server and its configuration  

In this use case the ELM is installed on server taelm01 .The retrieve service will be installed on the 

same server as it is recommended by us. 

1. In the Tools of the contentACCESS setup package click on Legacy archive connector for email 

archives/Legacy archive connector for ELM  and start to run the setup package.  

  

 

By default it unzips to c:\Program Files\TECH-ARROW\contentACCESS\ LegacyELMRetrieve 

folder. Click ĨUnzipĩ. After the files have been successfully unzipped click ĨOKĩ. 
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2.  A short HowToInstall manual will automatically open to help you with installing the server. 

Follow the next steps of this short step-by-step manual: 

3.  Open Internet Information Services (IIS) manager  from the  Start  menu: 

4. Navigate to the following node in the tree on the left side: [SERVER_NAME]\Application 

Pools: 

 

 

5.  Right click on the node ĨApplication Poolsĩ and select ĨAdd Application Poolĩ: 

 

6.  The ĨAdd Application Poolĩ window will open. Enter "LegacyELMPool" as name and select 

the .NET Framework version from the .NET Framework version dropdown list, then click OK. 
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7.  Right click on the newly created "LegacyELMPool" in the grid, and select "Advanced 

Settings" from its context menu. 

 

8.  Change ĨIdentityĩ to ĨLocal systemĩ built in account in the ĨApplication Pool identity ĩ 

window, then click ĨOKĩ. 
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9. Navigate to the following node in the tree on the left side: [SERVER_NAME]\Sites\Default 

Web Site\MCSWS: 

If the MCSWS is NOT found, then: 

a)  Right click on the ĨDefault Web Siteĩ and click on the "Add Application ". 
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b) Enter ĨMCSWSĩ into alias and ĨC:\Program files\TECH- 

ARROW\contentACCESS\LegacyELMRetrieveĩ as Physical path. Select the ĨLegacyELMPoolĩ 

by clicking the ĨSelectĩ button. 

c) Click ĨOKĩ. 

 

If the MCSWS is found, then: 

a) Select the "MCSWS" node by clicking on it. 
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b) Click "Basic Settings..." in the Actions  pane (right side of the IIS Manager). 

 

c) In the ĨEdit Applicationĩ dialog, select the "LegacyELMPool" by clicking the "Select" button and 

enter "C:\Program Files\TECH-ARROW\contentACCESS\LegacyELMRetrieve " into the 

Physical path textbox. 

 

10. Continue with setting up the ELM server in contentACCESS: 

mailto:sales@tech-arrow.com
http://www.tech-arrow.com/


 
 

 
 

contentACCESS Manual  |  Version 2.9|  ALL RIGHTS RESERVED 

TECH-ARROW, a. s.  |  Kazanská 5B, 821 06 Bratislava, Slovakia, EU  |  E-mail: sales@tech-arrow.com | www.tech-arrow.com   47/298 

 
 

Configuration of the ELM server in contentACCESS Central Administration: 

a. Open contentACCESS Central Administration from your browser: 

[ServerName]:3333/CentralAdministration 

b. Navigate to Email Archive Ą Miscellaneous Ą Legacy data configuration  on the ribbon: 

 

c. Activate legacy ELM archive support with clicking on the ĨActivate legacy archive supportĩ 

option in the warnings box. 

 

d. Database settings: go to Email Archive Ą Settings Ą Databases button on the ribbon, and 

configure the connection with the old ELM database on the ELM server (in our case taelm01).  
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e. Navigate back to the Legacy data configuration  page on the ribbon, and select the created 

database connection from the database dropdown list. 

f. In section StoreAccess server settings specify the StoreAccess server name and port that is 

used to access the ELM storage. The default communication port is 8001. 

g. In section Retrieve settings enter the ELM retrieve service URL using the following sample:  

http://[ELMServerName/MCSWS]/ and click on Configure. 

 

Once the installation of the service and its configuration is ready, it will be possible to 
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Á retrieve the old ELM shortcuts in Outlook/OWA (necessary MS Outlook/OWA integration 

need to be also installed, see more here) and 

Á browse the legacy archive using contentWEB (contentWEB is the end user interface for the 

contentACCESS archive. For more information check section contentWEB). 
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Installing TECH-ARROWĦs WinShortcutter  

What is TECH-ARROWĦs WinShortcutter ?  It is a collection of small and useful utilities that are 

primarily focused on people working in a Windows dominant office environment with a weak MAC 

support. With this application you can open Windows shortcut files (.lnk files) on Apple OS X 

operating system and also shortcut files created by contentACCESS File Archive. 

 

To install it,  open the Tools in the contentACCESS setup window, and click on option WinShortcutter.  

  

For further information about the application please  refer to the TECH-ARROWĦs WinShortcutter  

Manual here.  
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contentACCESS Central Administration 

 

contentACCESS is a modular product, with built-in or custom plugins. The built-in plugins are 

available for on premise Exchange server, Office365, SharePoint and File servers. With these plugins 

contentACCESS can combine several systems into one archive storage in the cloud or on premise. 

There are many possibilities to visualize and work with the archived data: use officeGATE (Outlook 

add-in) to see the data directly in Outlook, use a web browser to see the data using contentWEB, use 

accessGATE Mobile application to see the data on your smartphones or use accessGATE to 

interconnect your data with SharePoint. 

contentACCESS is software  which supports multiple-tenancy. Multi -tenancy is an architecture in 

which a single instance of a software application serves multiple customers. Each customer is called 

a tenant. Every tenant of contentACCESS has its own data management processes. This means, that 

every tenant uses its own plugin instances (jobs), also have its own databases and storages. All these 

data can be isolated from the data of other tenants. Even if these tenants are isolated from each other, 

in case of need one or more users with system administrator permission can have the right to manage 

the processes to more tenants. 

Multiple -tenancy might be very useful e.g. for those companies who have more affiliates and would 

like to build a deeper administration structure for the company as a whole. Each affiliate could 

become a tenant and could have its own administration. In this case other affiliates would not have a 

right to manage the processes of another affiliate and everybody could build his own processes in a 

way he wants. Dividing of tasks and responsibilities could be more transparent and the work would 

be more effective using this method. 

contentACCESS Central Administration is a user interface for administrators, over which they can 

configure contentACCESS, create new automatically running jobs to process company data, 

configure these jobs, adjust framework feature settings, set up schedulers, databases, storages, 

create clusters etc.. contentACCESS Central Administration is accessible from the Start menu of the 

server where it is installed, or by typing the correct URL into the browser: 

http://[ServerName ]:[PortNumberOfCentralAdministration]/CentralAdministration  

Before you proceed to read the Central Administration,  we advise for you to read section Terms of 

use to understand the structure of the contentACCESS Central Administration user interface, and to 

navigate easier on the ribbon. 
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Central administration login  

To log into contentACCESS Central Administration, navigate to Start  menu and type ĨCentral 

Administrationĩ into the search field and click on it. If you do not have Central Administration 

installed on your PC, open a browser and type the appropriate URL into the browserĦs search field. 

The TECH-ARROW login window will appear: 

 

You can log in to the Central Administrati on of contentACCESS if you have system administrator or 

tenant administrator permissions, with an internal (Forms) or external (Windows, Datengut, 

Perceptive etc.) account. The main advantage of an external account is that it will not be required 

from the user to type in his credentials into the login window by each log in. He will be authenticated 

by the third party provider, and will be redirected automatically on the central administration page 

of contentACCESS. In contentACCESS, Windows and Forms authentication providers are enabled by 

default. When the customer logs into contentACCESS Central Administration for the very first time , 

he can log in with the 

a) internal system account (Forms type provider) with the following default credentials: 

User name: system  

Password: c0ntent@ccess 

To be able to log in with a Windows account, a User login with Windows authentication type must be 

created for  the user.  

For more information how to enable further external login providers, please refer to section Login 

providers.  

Note: Central administration remembers the last accessed page of the user and will automatically 

navigate back when logged on again. The same rule applies to tenant settings. Central Administration 

will log in under the tenant which was last selected. 
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contentACCESS Central Administration user interface 

 

After you have successfully logged in, the Central administration of contentACCESS page will load in. 

The ribbon is divided into 4 main tabs: System, File archive, Email Archive and Custom plugins. Each 

tab is divided into several groups, which also contain several buttons.  

 

General system settings (application settings, security settings, system database settings, external 

accessibility, license activation, clusters, statistics, setting up new databases etc. ) are accessible 

under System tab (marked with red frame on the screenshot above). Configurations of File Archive, 

Email Archive and Custom plugins can be adjusted with navigating to File Archive , Email Archive and 

Custom plugins tabs on the ribbon. 

In the right upper menu of the Central Administration user interface you can select your tenant . Here 

you can also check the signed in userĦs user name and login name that he used to log in to 

contentACCESS, the detailed information about the signed in user (About me), or you can change the 

already logged in user. Also here you can sign out  from the Central Administration  (red frame on the 

screenshot below). 

Click on the Ĩ?ĩ question mark to roll down the menu. Under About  menu point (green frame) you will 

find the information about the contentACCESS version  that you have installed, here you can check 

the system uptime, and it also contains a link on the companyĦs website. Under Documentation  menu 

point (blue frame) you can access all documentations related to contentACCESS software. 
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Note: In the About me  menu under the Security information  in the Role name column you can see 

the role assignment(s) of the signed in user. The Flags show whether the rights were given by 

provisioning job (flag name is Automatic ) or manually (flag name is Manual ).  

 

In contentACCESS, the back/forwards  button is also supported: 
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Important!!!  Any changes made in the Central Administration must be saved via ĨSaveĩ button, which 

is accessible in the left upper corner of the ribbon.  

 

If the user has any unsaved settings, the system will warn him about it: 

 

 

When you enter to contentACCESS Central Administration for the very first time, you need to create 

a tenant first (check section Tenants in contentACCESS). Further you need to adjust the system 

settings (refer to section General system configurations). 

 

Tenants in contentACCESS 

 

contentACCESS supports multi-tenancy. This section will provide you with information how to 

create a new tenant (and tenant administrator user) in contentACCESS. 

How to create a new tenant 

In contentACCESS, only a user with system administrator permissions has the right to create a new 

tenant. For creating a new tenant, navigate to System Ą Tenants Ą Tenants button . Click on the 

button to open the Tenants page. On this page you may find the list of all tenants, which are present 
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in contentACCESS. If you have not added a tenant to contentACCESS yet, the list is obviously empty. 

To add a new tenant to the list, click on + new. The Add new tenant  dialog will open.  

 

 

 
Screenshot A: Use existing user as tenant administrator                    Screenshot B: Create new tenant administrator  

 

When you are creating a new tenant the same time you need to add a tenant administrator user for 

it. Type the Tenant name into the textbox first. You have now multiple choices how to create a tenant 

administrator:  

A) With selecting Use existing user as an administrator for this tenant  radio button Ĥ select an 

existing contentACCESS user from the Select user dropdown list and click OK. This user already has 

contentACCESS credentials which he will use to log into contentACCESS Central Administration;  

B) If you choose option Create new tenant administrator  radio butto n: 

1.  Type a Display name for this new user, 

2.  Select a login provider configuration  from the Login type dropdown list (Forms, Windows etc.). 

Only a provider configuration set up in Login providers control (System tab Ą Security Ą Login 

providers) can be selected here. Forms and Windows  are enabled by default. It is required to enter 
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the Login name and Login password only in case that the Forms type has been selected from the list. 

In case of Windows , only the login name must be filled in. 

If you filled the required fields click OK. The already created tenant will appear in the tenant list on 

the Tenants page. With a left click on the ellipsis (...) the tenant context menu can be opened. The 

menu allows to edit the tenant name or tenant limitations, to delete the tenant or manage access to 

it. 

  

Tenant limitations 

Each tenant in contentACCESS can manage only processes to which he has got the necessary rights. 

E.g. while one tenant has the right to archive emails only, another tenant can archive both files and 

emails using contentACCESS. The tenant rights can be restricted/extended on the Tenant limitations  

page of the respective tenant. Only a system administrator has the necessary right to manage tenant 

limitations. The administrator may set on this page the: 

Á System limitations  ģ plugins and stores that the given tenant will be able to use 

Á Limitations related to the allowed plugins  ģ e.g. if Email archive plugin is allowed, then the 

maximum email count, mailbox count and email size that the given plugin can process can be 

defined 

The Tenant limitations  page can be opened from the context menu of the given tenant. Open the 

context menu and select ĨEdit tenant limitsĩ: 
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The Tenant limitation  page is divided into 3 sections: 

Á System limitations ģ Plugins and stores available for the given tenant may be limited in this 

section. 

By unchecking the ĨUnlimitedĩ checkbox you open the list of plugins/stores. Check the plugins/stores 

that the tenant should be allowed to use. 

 

Á Email archive limitations  ģ If the Email archive plugin is allowed, the administrator may 

limit the mailbox count, email(s) count, email(s) size that the given tenant will be able to 

archive. 

 

Á File archive limitations  ģ If the File archive plugin is allowed, the administrator may limit 

the root folder count, file(s) count, file(s) size that the given tenant will be able to archive. 
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If the Email archive limitations and File archive limitations text boxes are empty, this means that the 

allowed mailbox/root count and email/file count and size is unlimited. 

The tenant administrator may see his own limitations in read only view only. 

 

How to provide access to a tenant (adding new tenant administrators)  

A tenant can have one or more tenant administrators. If you want to provide access to a tenant for 

one or more users except of the tenant administrator, open the Tenants page (System Ą Tenants Ą 

 Tenants), select the tenant from the list, with a left click on ellipsis (  ) open the context menu 

and choose option Manage access to tenant.  

It is also possible to manage access to the tenant with clicking on the manage access option on the 

same page. 

  

  

With this action you will be redirected to  the manage access page of the selected tenant. All currently 

existing tenant administrators of this selected tenant can be seen on this page. For adding a new 

tenant administrator to the list click on + new on this page. The Create new role association window 

will open. There are multiple options how to add a new tenant administrator.  
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Tenant administrator i nvitation types   

There are multiple options how to add a new tenant administrator in the Create new role association 

window. You can Create new user, you can Search for existing worker from the company or you can 

also Send an invitation  to somebody who is not a contentACCESS user yet. Select the Tenant 

administrator  role type from the Role dropdown list. 

ü Create new 

If you select Create new, insert a Display name into the dialog first. From Login type list select the 

authentication provider configuration that this user will use when logging in the system. Then fill the 

credentials (if Forms type was chosen then both Login name and Password) and click OK. 

 

Note: Only a provider configuration set up in Login providers control (System tab Ą Security Ą Login 

providers) can be selected from the list of login types. Forms and Windows  are enabled by default. 
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ü Search for existing  

To the Search for existing user* field fill in part of name of the person you want to find. After you have 

selected the user click OK. This user will use his already existing credentials to log into Central 

Administration.  

 

ü Send invitatio n 

This option enables for you to invite a person (who is not a contentACCESS user yet) to be a tenant 

administrator to your tenant . Select the Tenant administrator role type, enter the E-mail address* of 

the new user who you wish to invite, and fill the Additional message* textbox which will be included 

in the email message that the invited user will receive from you. Then click OK. 

 

The invited person will get an invitation message from you. If the user accepts your invitation he/she 

will be redirected automatically on the login page of contentACCESS. Here he can configure his 

authentication provide r that  he prefers to use for future logins into the system (this can be adjusted 

with navigating to System Ą Security  Ą Login providers ). 
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General system configurations  

 

General system settings of contentACCESS are available with clicking on the System ribbon tab. 

 

Only a user with system administrator permissions has the right to configure system settings. The 

user may find here all general system settings.  

The Application settings  are set by default, but can be changed (not recommended). Under Security 

settings  the user may find all users and system administrators, and here he may configure new 

authentication providers for the users. Under Services it is possible to activate the license key, set up 

external accessibility settings, change system database connections, set default values for the 

clustering etc. Under Tenants the administrator may create new tenants and create databases for 

these tenants. Under Client Applications  group the contentACCESS client applications are 

accessible. Virtual drive must be configured if File system archive is used.. 

If you do not use Email Archive based plugins and also do not use accessGATE Mobile, the FQDN 

settings (accessible under System Ą Services Ą System) are also irrelevant.  

In the following subchapters we will go through each of these settings: 

Connection 

Navigate to System Ą Application settings Ą  Connection button.  Here can be found and edited 

service connection settings such as contentACCESS URL, plugins, plugin controls and storage 

controls directories. Plugins, plugin controls and storage controls directories are set by default as on 

the screenshot below, but in case you need to place them somewhere else on your computer you can 

change the destinations right here (not recommended): 
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User interface 

Navigate to System Ą Application settings Ą  User interface  button . Here you can edit the 

general settings of contentACCESS interface.  You can choose the Date-time format, rename the 

application (by default the title is contentACCESS Central Administration) and you can also enter 

here the contentWEB URL (by default it is filled in by the contentACCESS setup): 

 

Users Ĥ role types, creating new users, adding user logins 

There are 3 main user/role  types in contentACCESS. Each of them have certain permissions 

depending on the status that they have in contentACCESS: 

o A system administrator  user has permissions to do any necessary system configurations in 

contentACCESS Central Administration, and he can access any components of the software. 

He designates a tenant administrator when creating a tenant. He can also grant system 

administrator right s to other users of contentACCESS; 

o A tenant administrator  is allowed to do any necessary configurations on the level of his own 

tenant, and he can further create standard users to his own tenant. Moreover, he can further 

assign his tenant administrator roles to a standard user; 

o A standard user is either created by a system administrator, or by a tenant administrator. By 

default, a standard user does not have any specific role in contentACCESS, but a system and 

tenant administrators can grant further permissions for him. Standard user role is typically 

created for end users, who obtain access permissions on contentWEB to be able to access 

their assigned archives. 

All currently present users of the system are listed on the Users page (open it with navigating to 

System Ą Security  Ą  Users button ). From the userĦs context menu (click on ĨĮĩ) it is possible to 

edit the userĦs details or delete the user from the list . To simplify searching between the users you 

may use the quick search function. Searching is based on the Display Name and the ID-number . It is 

also possible to list between the pages. 
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Note: It is good to know that from security reasons it is impossible to delete all system administrators 

from the list of users. It is possible to delete users with system admin permissions except of the 

default system administrator. 

 

On the Users page you may add new standard users to the system. For adding a new user to 

contentACCESS click on + new.  
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The Add new user dialog will open. Type in the userĦs name into the dialog box, and choose an 

authentication provider configuration from the Login type dropdown list . Only provider 

configurations set up on the Login providers page can be selected here. By default, there are 2 

providers that can be used: Forms, and Windows . If you select the Forms type, then the login 

credentials must be also entered into the dialog.  Click OK. The new user will be added to the Display 

name column.  

 

How to check user information? Double click on the corresponding user on the System Ą Security  Ą 

Users page. The User details page will open, where all user information can be checked: 
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Under Security information  section the user role types can be checked; if the selected user is a tenant 

or system administrator, or a standard user only. Each user can have a manual or automatic flag. 

Manual  flag means that the user got his rights manually. Automatic  flag means that the role was 

created by the provisioning job. Automatic flags are marked with Ĩ(100)ĩ, which is the mark of the 

provisioning job. In the Description  column you may check the tenants and systems, on which the 

user has got tenant or system administrator permissions. 

How to create user logins to an already existing user? In System Ą Security  Ą Users, under 

section User logins click on + new button to add new user login to the selected user. 
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In the Add new login dialog, select a provider configuration that you would like to use when logging 

into the system. The providers, that where configured on the Login providers  page (for more 

information check ĨLogin providersĩ) can be selected here. Windows  and Forms type login providers 

are enabled by default. If the user already has Forms and Windows  user logins (like in this case), then 

these providers will not appear in the Login type dropdown list (multiple user logins are not enabled 

by these login types).  

 

 

System administrators 

 

System administrators are those users who have the right to do any necessary settings to the system. 

You can have multiple  system administrators and their list can be accessed by navigation to the 

System Ą Security  Ą  System administrators  button , on the System administrators  page: 
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For adding a new system administrator click on +new. With this action, the Create new role 

association dialog will open. 

When adding a new system administrator to the system you have 3 options, so called invitation types 

which describe how to add him/her. Select System administrator  from the Role dropdown list . Now, 

roll down the Invitation type  dropdown list , and select the method, how you would like to add the 

administrator . There are 3 options: 1) Create new, 2) Search for existing or 3) Send an invitation . 

 

ü Create new 

If you have selected the Create new option you must enter the Display name for the new 

administrator, for example ĨSystem administratorĩ. From the Login type list select the already 

configured authentication provider that he/she will use when logging in the system. Only provider 

configurations set up on the ĨLogin providersĩ page can be selected here (Forms and Windows is 

enabled by default). Then fill the credentials (if Forms type was chosen then both Login name and 

Password) and click OK. (If you would like to use login providers which differ from the providers in 

the Login type  list, refer to section ĨLogin providersĩ and configure new providers.) 
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ü Search for existing 

To the Search for existing user* field fill in part of name of the already existing user who you want to 

find. After you have selected the user click OK. 

 

 

Note: please keep in mind that Search for existing user* invitation type is searching among users 

who are already present between the contentACCESS users. In contrast to this the Send invitation  

invitation type can be sent to any potential users/administrators who are not members of 

contentACCESS system yet. 
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ü Send invitation  

This option enables to invite a new member to whom you decided to grant system administration 

permissions. Select the System administrator  role type, enter the E-mail address* and fill the 

Additional message* textbox which will be included in the email message that the invited user will 

receive from you. Then click OK. 

 

For deleting administrators select the administrator from the list, click on the ellipsis (  ) to open 

the context menu, and delete the user. 

 

Note: It is good to know that from security reasons it is impossible to delete all system administrators 

from the list of users. It is possible to delete users with system admin permissions except of the 

default system administrator. 

 

Login providers 

A contentACCESS user may log into contentACCESS (and its client applications such as contentWEB, 

officeGATE etc.) with an external (using external authentication providers) or internal user account. 
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If you use a third party provider (e.g. Windows) then this third party authentication provider will 

authenticate you when logging into the system. It wonĦt be needed to enter the credentials into the 

contentACCESS central login window. The Forms type requires to enter credentials when logging in. 

When setting up a user account, a login type  must be always selected. Users can only use login types 

which have been enabled in ĨLogin providersĩ. ĨWindowsĩ and ĨFormsĩ login providers are enabled 

by default. 

The list of enabled providers can be found on the Login providers  page. To open it, navigate to the 

System tab Ą Security  Ą and click on the Login providers button.  

To edit or enable/disable/delete  provider s, open its context menu on the Logins provider page, and 

click on the desired item in the dropdown list. If  a provider is disabled, it will not be possible to log in 

to contentACCESS with  it . For security reasons, the user can't delete ĨWindowsĩ and ĨFormsĩ login 

configurations, and can't disable ĨFormsĩ authentication. 

If there is a 3rd party login provider configuration created (like Perceptive) and a user login is already 

using it, then this provider  can only be disabled, but canĦt be deleted. 

 

How to enable a login provider : It depends on the provider type if  it supports multiple configurations 

or not. You can create only one Windows  and Forms login provider configuratio n for a user login, but 

can create multiple for Perceptive  or Datengut . To configure a new login provider, click on +new on 

the Logins provider  page. The Login providers  dialog will open. Choose a supported external 
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provider from the Provider type  list, type in a provider  name for it, fill the required fields and click on 

OK.  

 

With this step, this new login provider configuration has been enabled in contentACCESS. 

How to associate an enabled provider to a user login: Now you have to create a new user login to 

the user, who will use the provider . This step is required for Windows  and Forms providers. Navigate 

to System Ą Security  Ą Users button on the ribbon. Click on it, and the Users page will open. Select 

the desired user and double click on it.  

 

The User details page will open. Click on +new under User details section.  
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In the Add new login dialog select the desired provider configuration  from the Login type: dropdown 

list, fill in the required credentials and click OK.  

 

A newly created external provider will appear between the external providers in the Tech-Arrow 

central login window.  From now on, you can log into the contentACCESS Central Administration 

with a single click on this provider in the TECH-ARROW central admin login window. 

contentACCESS users in third party systems  

To simplify the login into third party systems (such as Datengut, Perceptive) from contentACCESS, it 

is possible to enable contentACCESS user creation from the particular providerĦs configuration 

dialog. This ensures single sign on into the particular DMS providers. 
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To achieve this, check the ĨCreate contentACCESS user automaticallyĩ checkbox (and fill the 

required credentials). When you are logging in to Datengut over contentACCESS, you do not need to 

create a contentACCESS user, but it will be created automatically by contentACCESS at the moment 

of logging in. If this function is not enabled from the providerĦs configuration dialog, then the 

administrator is forced to create a contentACCESS user and login manually. This helps to save much 

time for the administrator, as he does not need to create contentACCESS users for each user of the 

third party application  (like Datengut or Perceptive) . 

System 

The System page (System Ą Services Ą System) consists of 5 sections: General settings , 

Database settings, External accessibility settings, Active directory integration settings  and Cluster 

settings . The first two sections are configured by the setup by default. 

General settings. If the checkbox is checked it will mean that the system is configured, thus 

connection to SQL Server database is well configured and the plugins directory is pointing to a correct 

folder. Until this checkbox is not checked, the contentACCESS will run in a so called Ĩzombieĩ mode. 

Plugins directory  textbox contains the path where the processing plugins are stored on the server.  
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Under Database settings the system database configurations can be found, which are filled in by the 

setup by default. If you need to edit these settings (not recommended), click on the Configure  button  

and fill the fields in the Database connection settings window: 

 

By default contentACCESS is connected to the database with the credentials of the user, under whom 

contentACCESS is running. If you want to use SQL credentials which differ from these credentials 

data, then check checkbox Use explicit credentials  and enter the User and Password that you want 

to use for connecting to database. You can also run a test connection with the Test button in the left 

corner of the window. 

Under External accessibility settings: enter the externally accessible, fully qualified domain name for 

the proxy server into the Server FQDN textbox  (in case the proxy is not installed, then the domain 

name of contentACCESS server need to be entered here). The proxy server ensures the 

communication between the user and the contentACCESS, and forwards user requests to the 

contentACCESS server. These external accessibility settings are used by the shortcut links in the 

Email Archive system. If you have contentACCESS Email Archive and/or accessGATE Mobile, then 

this setting is mandatory. In all other cases this setting is also highly recommended. 
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Active directory integration settings  

Some contentACCESS functionalities [like contentWEB access for mailboxes or Virtual Drive ] 

require LDAP connection. Enter the required data and the user/administrator credentials into the 

user name and password textboxes over which you would like to connect to the active directory. It is 

not necessary to fill in these fields in case that you use an online Exchange server. 

 

Cluster settings 

contentACCESS supports clustering, which enables to run contentACCESS and its jobs on multiple 

nodes, and thus improve performance. To adjust default cluster settings, scroll down on the System 

page. At the bottom of page, the following can be adjusted: 

 

Node update interval (sec): in time intervals, which is set here (in our case in every 30 seconds) each 

node will Ĩpingĩ the central database and will update his state in it. 

Node auto logoff time (sec): if an input has not been received by a node during the time period set 

here, the node will automatically switch to offline . 
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Events retention time (sec):  events (i.e. commands to run a job, added/changed/removed job 

configurations, changes in already set schedulers etc.) that are shared and distributed between nodes 

will be stored in the database during this retention time. 

Events distribution interval (sec):  events to be distributed between nodes are written into the 

system database. These events are periodically checked by each node in time periods, which is set 

here. 

Task auto disable time (sec): if any failure occurred when running of a node (server shutdown, 

hardware problems etc.), the task(s) performed by this specific node (job running, retrieving contents 

etc.) will be automatically disabled within the time set here. 

Stop task after ping failures (count): the value which is set here will determine, after how many ping 

failures will be the task stopped. After the ping failure count reaches this value, all the tasks running 

on a node will be stopped. 

Node selection strategy:  the administrator can select here, how the nodes will  be automatically 

selected for processing. A node that is picked up for a task can be selected according to one of these 

strategies: 

 ĨFirst winsĩ strategy ģ using this strategy the first running node will be picked for the task. 

"Balanced" strategy ģ by this strategy type the CPU- and memory usage, and the number of running 

jobs will be considered before picking up the node for a task. 

Default node role : the administrator can select here the default role type of a node added to the 

system. It is recommended to set here ĨUniversalĩ, i.e. when the node can be used both for processing 

and retrieving data. Later on, the role type of a node can be adjusted with navigating to System Ą 

Services Ą Cluster  on the Central Administration ribbon, in the nodesĦ grid, from the nodesĦ context 

menu. 

Enabled by default: by default all nodes are enabled (the checkbox is checked), i.e. if contentACCESS 

service starts up, the nodes start the processing (to run jobs, publish models etc.), too. In case the user 

will install contentACCESS components on next nodes, it is recommended to disable the nodes 

(uncheck this checkbox). The reason for this is, that a node must be fully configured before he picks 

up any job for processing. Enabled status of a node is marked with green color, disabled status is 

signed with yellow color in the nodesĦ grid. 
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Licensing 

 

A new license can be activated on the Licensing page, which is reachable with navigating to System 

Ą Services Ą  Licensing button on the ribbon. The administrator can also update the telemetry 

job (further described in chapter Statistics) on this page. The license restrictions and the current 

usage may be checked in the corresponding sections of the Licensing page.  

The page is divided into the following sections: 

 

Á General information  ģ the actually used license details are shown here. Here you can also 

check the date when your license has been activated and the expiration date.  

Á Customer information ģ displays information about the owner of the license 

Á Contact information  ģthe contact person responsible for software-related issues, usually. a 

contact person between the TECH-ARROW and the customer 

Á System limitations  ģ in this section you may see the plugins and storages available in the 

activated license, and the maximally allowed tenant count (currently used count is in 

brackets) 

 

The contentACCESS license system allows to set limits for the File archive plugins and for the 

Email archive plugins. The user will be allowed to archive emails and files in a given range only, 

which is defined in the respective license. The currently archived item count and size is displayed 

in brackets.  

Á Email archive limitations  ģ the maximally allowed (and currently used) mailbox count, 

email(s) count and size is displayed here  

Á File archive limitations  ģ the maximally allowed (and currently used) root folder  count, file(s) 

count and size is displayed here 
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How to activate your license key  

 

If you want to activate a new license click on option Ĩactivate licenseĩ below the breadcrumbs.  

 

 

Insert your license key into the License key textbox of License activation wizard  dialog and choose 

from 2 methods of license activation and follow the steps described below: 
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1) Online activation  (requires internet access on the contentACCESS server) ģ click Next Ą Finish 

and your license will be activated automatically. 

 

2) Offline activation  (doesnĦt require internet access on the contentACCESS server) 

a) Open the offline license activation page of contentACCESS using the link in the dialog: 

 

b)  Copy&paste the Activation request  from the above dialog to the appropriate field and click 

ĨActivate nowĩ to generate an activation response. 

mailto:sales@tech-arrow.com
http://www.tech-arrow.com/


 
 

 
 

contentACCESS Manual  |  Version 2.9|  ALL RIGHTS RESERVED 

TECH-ARROW, a. s.  |  Kazanská 5B, 821 06 Bratislava, Slovakia, EU  |  E-mail: sales@tech-arrow.com | www.tech-arrow.com   81/298 

 
 

 

 

c)  Copy&paste the activation response from the web page (1st picture below) to the license 

activation dialog (2nd screenshot below). 
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d) . Click Next  and the license key will be successfully activated. 

        

 

After successful license activation all Allowed plugins , stores and limitations  within this license will 

be updated on the page. 

Notification s 

To increase efficiency of the troubleshooting process, contentACCESS uses notification plugins. 

These plugins will send notification emails to the user about the errors/warnings/misconfigurations 

or possible system or job failures in contentACCESS.  

For Notificati on settings navigate to System Ą Services Ą  Notifications  button.  
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In the status bar of notifications there are 5 control buttons: 

o With the Ĩstart immediately/stopĩ button it is possible to manually start /stop  sending of 

notification emails; 

o Ĩrefreshĩ control button serves to reload (manually refresh) the current state of notification plugin;  

o Ĩenable auto refreshĩ/Ĩdisable auto refreshĩ: serves for activating/deactivating the auto refresh of 

notification plugin status information; if enabled, then the current state will be refreshed in every 

5 seconds; 

o Ĩdeactivate job/activate jobĩ button is used to deactivate/activate the job if it should not run; a 

deactivated job will not be started automatically, nor can be started manually. 

o Ĩlogsĩ: in case that you want to check the notifications plugin events, or if any problem occurred 

during the sending of notifications emails, click on this control button and you will be redirected on 

the correspondent monitoring page, where the last run of the plugin will be pre-selected, and the 

corresponding run events will be displayed. 

o Ĩeditĩ control button is used to change the name of the notification job and to specify the node 

where the job should run; 

o With the arrows mark ( ) at the right side of the status bar the user may collapse or expand the 

progress information about the jobĦs running. The status barĦs last state is always stored, and the 

last state will be opened by navigating to the page again. 

Under the status bar, in the particular sections can be configured, which Exchange provider will be 

used to send notification emails, who will be the real sender, or it is also possible to configure to send 

emails on behalf of somebody else. The condition for that is to have on behalf permissions on the 

mailbox of this second user. 
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ü Scheduling settings: under scheduling settings it is possible to choose an already existing 

notification scheduler from the list, or to create a new one. Notification emails will be sent at time, 

which is set here. New notification schedulers can be also created (or edited) by selecting the 

Ĩsystemĩ tenant in the right upper menu of the Central Administration user interface, and 

navigating to System Ą Tenants Ą Schedules button on the ribbon (refer to screenshot below).  

 

ü EWS settings: set here the type and version of the Exchange provider which will send the 

notification emails. Insert the EWS URL (received from the Exchange provider ). 

Keep connection alive: If it is turned on, then the connection between contentACCESS and the 

Exchange server is cached, which increases the performance. If the Exchange is load balanced, 

some requests can land on another Exchange which causes errors in contentACCESS. In these 

cases unchecking the keep alive option will destroy the connection after each request and will 

rebuild it on the next request. 

Á If you are communicating with one Exchange server: turn it on  to increase the 

performance 

Á If you have a load balanced Exchange environment and there are communication 

problems  with the Exchange: it is recommended to turn it  off   

Finally enter the User name (email address) and password of the user who will be the sender of 

the notification emails. Click on Send test email button if you need to check if the notification 

emails are working properly. 
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ü Notification settings:  it is also a possible to send notification emails to certain administrator 

addresses on behalf of somebody else. The condition for that is to have on behalf permissions on 

the mailbox of this second user. If you want to use this option, insert the email address of this on-

behalf user into the ĨFrom addressĩ textbox. Further add the recipientsĦ email address into the 

second text box. You can also send a test email via the ĨSend test emailĩ button to check, if 

everything was set well. 

 

ü Resource settings: under worker thread count you can set the count of simultaneously sent 

notifications:  

 

Monitoring  Ĥ how to find out possible misconfigurations / reasons of potential 

system/job failures 

 

Navigate to System Ą Services  Ą  Monitoring  button.  
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The monitoring feature enables to check the currently running or in the past run system or job related 

events very easily. The user can check here all desired system events such as system updates, 

shutdowns, startups, system component updates, or possible system errors etc. In monitoring 

feature, the user also has the chance to check all possible failure details that might happen during the 

running of the jobs, so it makes the troubleshooting easier. 

 

If you first open monitoring, you can see the following basic parts on the interface: Runs of the jobs 

or system on the left side (red frame); system and job events on the right side (green frame). With 

clicking on the Refresh button (purple  arrow) you can also check the real-time running jobs. With this 

button it is possible to reload the current runs/event  from the database. With a single click on the 

collapse all/expand all buttons (indicated with blue arrows) you can expand or collapse all sessions 

for  all jobs. It is also enabled to list among the events at the bottom of the monitoring page (orange 

frame). 
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Sorting in monitoring: sorting option is enabled both in the Runs and Events tables. Click on the 

particular column name (Start date, End date by the runs, Date, Title, Description, Job by the events), 

and the items will be displayed in the reverse order. 

 

 

 

 

Setting of maximum history count of the runs: With this option it is possible to set, how many job 

runs the user would like to keep. If the value is set to 10 for example, and a job has run 20 times, then 

only the last 10 runs can be viewed, remaining 10 will be deleted and the user will not have an access 

to them. It is recommended to set a higher value here, if a job is running too often, or during the 

weekends, and the user needs to view the events retroacti vely. 

This value is always inherited from the higher level. There are three levels altogether, where the 

history counter can be adjusted; the system is the highest level, the next is tenant  level and the last 

one is the level of jobs. 

Á System level settings are accessible with right mouse click on a system related job in the column of 

Runs; here click on Settings, and adjust these settings in the System level monitoring setting dialog. 

 

      

 

Á Tenant level monitoring settings are inherited from the system, i.e. if maximum history count is set 

on Ĩ10ĩ on system level, then the same value will apply for the tenant level monitoring settings, too. 

Nevertheless it is possible to configure the tenant level settings independently from the system 
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settings. Click on the Settings button and set the required value into the Tenant level monitoring 

settings  dialog. If the tenant level settings are set independently, it can be still adjusted to the 

system settings with a click on the Ĩinherit from systemĩ option in the Tenant level monitoring 

settings  dialog. 

 

 

 

 

 

Á Job level monitoring settings  can be adjusted with clicking on the particular job running in the 

column of Runs and configuring these settings in the Job level monitoring setting dialog. These 

settings are inherited from the tenant  by default. Nevertheless it is still possible to set another 

value with a right click on the particular job in the Runs column, select here Settings and set the 

maximum history  count in the dialog. This value can be adjusted to the default value inherited from 

tenant with clicking on the Ĩinherit from tenantĩ option in the same dialog. 

      

 

Filtration in monitoring:  If  the user would like to check details of a certain system/job running, then 

he can also filter among the jobs under Filtration  Ҧ Jobs: dropdown list . If it is necessary to check the 
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system/job events that run in a certain period of time, then it is possible to further filter among these 

items with setting the Start date  and the End date under filtering options.  Under Event types it is 

allowed to filter among event types occurred in the actually selected events. An event type filter is 

also available at the bottom of the Event types dropdown list. Using this filter it is possible to sort out 

all events which belong to one of the 3 event groups [1. error  ( ), 2. warning ( ) or 3. note ( )]. 

Click on the mark of the particular event group next to ĨSelectĩ, and the selected events will be 

displayed. On screenshot below, we sorted out all the notes (with a click on Ĩĩ mark). 

 

 

 

Note: If the logged in user is a system administrator then he will be allowed to see the system related 

events, if he has tenant administrator rights, then he will be allowed to check the tenant related 

events using monitoring feature. 

 

The Export  function makes it easy to save the reviewed events into XML, CVS or HTML. The report 

contains all necessary information (date, job ID, Message, Details) which enable to have a look at the 

desired information , and also identify possible failures very quickly. This enables a very quick access 

to the system/job processing information, and also ensures a very quick troubleshooting in case of 

need.  

 

On the below displayed screenshot we have filtered out Mailbox Provisioning Job  and TA_ Email 

Archive job and set 1st of July 2015 as Start date , and 8th of July as End date. Among event types we 

have also set All events .  This filter will find  all the events related to these 2 jobs, which happened in 

this time interval. 
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Under Runs section click on the arrow mark next to the job, and the last run times will be opened.  In 

the table of Events at the right side of the screenshot you can see all the events related to these 2 

jobs, in time period 1st of July ģ 8th of July. With a click on the certain run of the job instance (for 

example with a click on the Mailbox Provisioning job that run at 7/2/2015 at 9:39-9:40) you can open 

further details about this running. In our case we can see that Mailbox provisioning job has processed 

in this time 98 mailboxes,  of which 25 mailboxes added, 71 mailboxes skipped, 2 mailboxes updated 

etc. (red arrows). 

If you check the checkbox next to this job running, then the right hand table will display all events, all 

event types related to this job running at 9:39-9:40, on 2nd of July.  
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Note: The exact details of a job/system running can be opened/collapsed with a right click on the 

particular session and selecting Expand Details/Collapse Details from the context menu. 

 

 

Note: With a right mouse click on a particular event and selecting Expand Detail/Collapse Detail  

from the context menu the user can open/close additional details related this selected event. 

 

 

Now, if you want to visualize only Plugin was finished successfully information even type, then set 

this filter in the Event types checkbox. This will result, that only this type of event will be displayed in 

the table of Events. 

 

With the Export function save this report in one of the file types, for example in HTML: 
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The report will contain all necessary information that might be very useful for a user to identify any 

failure, or just check the last event(s) of this job at the time period that was filtered out. 

 

How to manually remove system/job runs and system/job related events from monitoring:  

Á To delete system/job runs  right click on the particular system/job run in column Runs and select 

Delete  from the context menu (Screenshot A).  

Á To delete a particular event right  click on the particular event and select Delete  from the context 

menu (Screenshot B) 

 

Screenshot A: Deleting system/job runs  Screenshot B: Deleting system/job events 

What to do if more space is needed on the monitoring page? If there are too many events and the user 

would like to have more space on the monitoring page, itĦs a good idea to hide the ribbon with clicking 

on the arrow sign at the right upper corner of the user interface, under the About  menu. 
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Distributed environment in contentACCESS Ĥ Clusters 

 

Why is it efficient to use clusters?  A server cluster is a group of independent servers (nodes) working 

together as a single system to provide high availability of services for clients. When a failure occurs 

on one computer in a cluster, resources are redirected and the workload is redistributed to another 

computer (node) in the cluster. It can happen, that one processing job is currently running on a 

processing node, but a server failure occurs and the server will shut down. In this case a second, 

alternative node (either with ĨJob runnerĩ or ĨUniversalĩ role) can pick the task up to finish the 

archiving process. To achieve this, the running of this particular job should be allowed on any 

available node. 

contentACCESSĦs cluster technology guard against the following types of failure: 

V System and hardware failures, which affect hardware components such as CPUs, drives, 

memory, network adapters, and power supplies. 

V contentACCESSĦs application and service failures,  which affect the software , its applications 

and essential services. 

 

Thanks to clustering in contentACCESS, the user can make the job processes scalable, and thus 

increase the performance. The user may decide how the nodes should be used, and how the work 

processes should be divided between them.  The jobs can be run on a specific or any available node. 

It is also possible to install the full contentACCESS on one node and the contentACCESS server part 

on another nodes to ensure a better performance for job processing and for contentACCESS as a 

whole. It is also possible to use the nodes in a balanced mode; in this case the nodes are selected 

according to their Memory and CPU usage. The actually running jobs on the node will be considered 

as well.  

 

There are 3 main node roles available in contentACCESS (can be adjusted from the context menu of 

the particular node).  

V Universal : this type can be used for all operations performed in contentACCESS; 

V Model provider  (retriever)  type can be used to publish models, i.e. this type is  used to connect 

client applications with contentACCESS and to retrieve items through these client 

applications; 
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V Job runner (processing) type was developed to run jobs (plugin instances) in contentACCESS. 

The user must decide, which role type he assigns to a particular node, how he divides work processes 

between the nodes, and how he makes the work processes more effective. A typical use case is, when 

a customer installs the contentACCESS server, Central Administration and contentWEB on one 

node, and contentACCESS server on a second node. Then he sets the first node to ĨUniversalĩ and the 

second to ĨJob runnerĩ, and assigns File system archive jobs to the first node, and the Email archive 

jobs to the second node. 

Now, letĦs assume, that contentACCESS is already installed one the first Ĩmainĩ node (TANEWS), 

where the file system archive jobs are running. Now our customer decided to buy TECH-ARROWSĦs 

Email archive, and he would like to run email archive jobs on a second node. To achieve this, he needs 

to install the contentACCESS server on a second node (e.g. TECHNB0002).  

Before the user starts to install any contentACCESS component on a second node, it is always 

recommended to set the node to disabled (to prevent the new node from picking up new tasks before 

it is fully configured). We set now the default role type to ĨJob processingĩ, as we will use it to run the 

email archive jobs. For more information about these default cluster settings please refer to section 

System and here scroll down to section ĨCluster settingsĩ. 

 

To install any contentACCESS component on a second node, start to run the contentACCESS setup 

package on the selected server (TECHNB0002). Follow the installation steps of the wizard. In the 3rd 

step of the installation process select the components that should be installed on this second node. 

As mentioned above, in this use case we select the contentACCESS server to install on this second 

node: 
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In the 9th step of the installation process the user is asked to set the system database connection. 

Enter the server name, where the system database is already installed (in our case it is installed on 

our 1st node called ĨTANEWSĩ), enter the name of the already existing system database (in this case 

it is ĨCONTENTACCESSDBĩ; can be checked on the SQL server), type here the database user 

credentials and the database schema. 

 

Important!!!  In the Database connection settings either a domain user must be specified (if  Windows 

authentication is used), or an SQL userĦs credentials must be added to connect to the database. 

Finish the installation process of this second node. Now, letĦs check the available nodes in the Central 

Administration.  
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Status pane of nodes, grid of nodes, available operation from the nodesĦ context menu: Nodes where 

contentACCESS components are installed can be viewed with navigating to System tab Ą Services 

Ą Cluster , in the nodesĦ grid below the status bar (displayed with green color on the below displayed 

screenshot).  

 

 

Screenshot: NodesĦ grid  

 

There are 2 control buttons avail able in the status pane of the available nodes: 

V Ĩrefreshĩ button serves to reload the last cluster status from the database; 

V Ĩdisable auto refreshĩ/ĩenable auto refreshĩ buttons serve to disable/enable auto refresh (in 

every 5 seconds) of the last state from the database. 

The node where contentACCESS Central Administration is installed is marked with a bold black color. 

 

How a node can be configured? Node configurations are available for the user from the nodeĦs context 

menu, with clicking on ĨEditĩ in the dropdown list and configuring it in the ĨChange nodeĩ dialog. 
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In this dialog it is possible to set up the following node configurations: 

V Enable/disable a node with checking/unchecking the Enable checkbox; 

V Change the role assignment of the selected node with selecting the role type from the Role 

dropdown list;  

V Set the maximum count of jobs that can parallel run on the node (option Max. job count).  

The following information are available in the nodesĦ grid, when reading from left to right: 

Status: This column marks if the selected node is online or offline, i.e. if it is ready to process tasks or 

not.  

The node can have one of these 3 statuses: 

V The green ( ) spot means, that the node is enabled, i.e. its service is running and the node is 

ready for processing; 

V The yellow ( ) spot means, that the node is disabled, i.e. its service is stopped and the user 

cannot run any plugin on it. However the server is still running. 

V The red spot ( ) means that the contentACCESS server on the selected node is currently 

turned off . A node in offline status can be started again with starting up its service 

(ĨGATE.contentACCESSĩ windows service must be started). 

Our TECHNB0002 node was installed in disabled mode, which is indicated with a yellow spot in the 

status column: 
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The node can be enabled/disabled with opening the nodeĦs context menu, clicking on ĨEditĩ and 

checking/unchecking the ĨEnabledĩ checkbox in the ĨChange nodeĩ dialog: 

 

Server name: The server name where the contentACCESS node is installed is displayed here. Our 

first node is installed on server ĨTANEWSĩ, and the second node installed on ĨTECHNB0002ĩ. 

 

Server IP: The IP of the server, where the node is installed is displayed here. 

 

Memory usage, CPU usage, Overall load: Displays actual information about the load balance of the 

selected node. If the cluster selection strategy is set to ĨBalancedĩ, then the nodes will be selected for 

the tasks that they  should perform according to these values. If the node is in offline status, the value 

will be Ĩ0ĩ. If the value is more than 70%, then the value will get a red background color. 

 

Running job count : Informs the user about the currently running job count on a specific node. On the 

screenshot below we can see, that on node ĨTANEWSĩ two file system archive jobs are running. With 

clicking on the arrow sign at the left side of the row the user may open the details of these 2 job runs: 
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Role: A node can be either universal, job runner or model provider; the role type of the particular 

node can be viewed here. As we can see, our ĨTANEWSĩ node has assigned ĨUniversalĩ role, and 

ĨTECHNB000ĩ has assigned ĨJob runnerĩ role. 

The assigned roles can be edited with clicking on ĨEdit in the nodeĦs context menu, and setting the 

desired node in the ĨChange nodeĩ dialog.  

 

If we are planning to use a node for multiple tasks in the future , we can modify its role to ĨUniversalĩ. 

Max. job count: The maximum count of jobs that can be parallel run on a node can be viewed right 

here. The number of jobs that can run on a node can be limited. In case of our nodes this job count is 

unlimited. 

This value can be adjusted with opening the ĨChange nodeĩ dialog from the nodeĦs context menu. 

Click on ĨEditĩ in the nodeĦs context menu, and set the desired value in the dialog. Now we set this 

value to Ĩ10ĩ: 

 

If 10 jobs will be parallely running on this node, and we want to start up a new, 11th job that should 

run on this node, then this job will be in waiting status until the processing node will be available.  
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If our 11th job could be run on any available node, then another node will  pick it up for processing. The 

node where the job should run depends on the job settings. For more information check section ĨJobsĦ 

page, jobsĦ context menu Ĩ. 

Enabled: A node can either be enabled (it is online, and its service is currently running), or can be 

disabled. A node is disabled, when it is running, but it is unavailable for further processing tasks.  By 

default, the nodes are in enabled state, but it is recommended to set them here as disabled in case of 

planned system updates, or if any failure occurred and the problem must be fixed. 

To enable/disable nodes open the ĨChange nodeĩ dialog with clicking on ĨEditĩ in the nodeĦs context 

menu, and check/uncheck the ĨEnabledĩ checkbox in the dialog. 

 

In the last columns of the grid the time of Last start/Last stop and Last ping are available. 

How to assign a job to the selected node? Now we will assign an Email archive job to the ĨTECHNB0002ĩ 

node. We navigate to the Email Archive tab Ą Archive  Ą Jobs on the ribbon, and open the JobsĦ page. 

Here we click on + new to create an email archive job, which will be assigned to this node.  
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The ĨAdd new job instanceĩ dialog will open. Here we set up the desired job, and select 

ĨTECHNB0002ĩ from the ĨRun on nodeĩ dropdown list. Then we click on ĨAddĩ. 

 

We need to configure the newly added job on its job configuration page. For more information how 

to configure processing jobs refer to section sectionError! Reference source not found.. 

Now we can enable the TECHNB0002 node.  

 

The node will start to run the assigned job at time which is configured in the jobĦs scheduler settings. 

Important!!!  When configuring a job that may run in a cluster system the administrator must specify 

a storage and a database that is accessible by all the nodes in the cluster. If a node which picks up 

the job canĦt access the configured storage or database, the job will fail and will not execute the task: 

ĭ In the database repository settings  of the database (selected for the job) the administrator must 

establish the connection with SQL user credentials . If an explicit user is not specified, then the 

contentACCESS service user will be used, and the service must run under the same domain user. This 

ensures that the database can be accessed by the job regardless of where it is running. 

ĭ In the storage repository settings  of the storage (specified for the job) the administrator must 

specify the storage as a network share (e.g. \ \ServerName\RootFolder\Subfolder) so it can be 

accessible by the job from everywhere. 
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How to shut down a node? In certain cases it might happen, that a node should be turned off. This 

operation can be done from the context menu of the selected node. Click on the ellipses (Į) and select 

ĨShutdownĩ option from the dropdown list. With this action the contentACCESS service on the 

selected node will be turned off, and the node will get a red color (offline). Node shutdown is a 

deferred action and it might take 1 minute.  

 

If you are quite sure that you want to shut down the node, answer ĨOKĩ for the following pop-up 

window: 

 

Note: If you are about to turn off the node where Central Administration is running, a next pop-up 

window will warn you about this again.  

 

How a node can be deleted? With this action the user may delete a node from the node list. Only nodes 

with offline status can be deleted. When the contentACCESS service is started up again, the node will 

appear in the list. To delete it, click on it, open its context menu with a click on the ellipses (Į), then 

select ĨDeleteĩ. 

 

contentACCESS will ask the user again, if he is sure about deleting the node. 

mailto:sales@tech-arrow.com
http://www.tech-arrow.com/


 
 

 
 

contentACCESS Manual  |  Version 2.9|  ALL RIGHTS RESERVED 

TECH-ARROW, a. s.  |  Kazanská 5B, 821 06 Bratislava, Slovakia, EU  |  E-mail: sales@tech-arrow.com | www.tech-arrow.com   103/298 

 
 

 

Statistics 

The telemetry service of contentACCESS permanently collects data from the 

a) contentACCESS system as a whole, 

b) email archive and 

c) file archive jobs 

and makes a record of the collected data. The data changes are eventually summarized into telemetry  

graphs. These graphs give a simple and quick overview about the changes of the last 10 days. The 

telemetr y graphs can be viewed on the Statistics  page, which is reachable by navigating to System Ą 

Services Ą Statistics  on the ribbon. The values displayed on this page are permanently updated by 

the telemetry job, which runs and collects the necessary data every night between 1 AM to 2 AM. 

The telemetry jobĦs configuration page can be opened by clicking on the Ĩupdate telemetryĩ option. 

Only a system administrator has the right to open the configuration page of the telemetry job. With 

clicking the option the telemetry job is automatically triggered, too.  

 

A new scheduler may be created and resource settings may be changed to the telemetry job on this 

page. The job can be started/stopped or activated/deactivated from the same pageĦs status bar, too. 

mailto:sales@tech-arrow.com
http://www.tech-arrow.com/


 
 

 
 

contentACCESS Manual  |  Version 2.9|  ALL RIGHTS RESERVED 

TECH-ARROW, a. s.  |  Kazanská 5B, 821 06 Bratislava, Slovakia, EU  |  E-mail: sales@tech-arrow.com | www.tech-arrow.com   104/298 

 
 

 

The telemetry information  may be checked to the 

Á system as a wholeģ if the system tenant is selected 

Á given tenant  ģ if only the given tenant is selected in the upper right menu: 

 

The given page is divided into 3 sections/4 charts. Any growth or reduction  in the count of tenants, 

archived emails, databases, root folders count can be checked here using the respective graph. 

1. Email archive statistics 

Left axis: displays the number of the archived emails (blue line) and mailboxes (green line) 

Right axis: displays the total size of the archived emails (red line) 

 

2. File archive statistics  

Left axis: displays the number of the archived files (blue line) and root folders (green line) 

Right axis: displays the total size of the archived files (red line) 

 

3. System statistics 

The 1st chart  displays the actual count of tenants (blue line), plugins (red line), stores (green line), 

databases (purple line) and users (light blue line) depending on the selected day. Move with your 

cursor over the grid to view the exact values in the given time period. 

The 2nd chart  displays the size of the configured databases. Each database is marked with a different 

color.  
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The actual information is displayed with moving with the cursor over a given date in the chart. 

 

 

How to create/configure databases Ĥ All databases 

Processing plugins of a tenant wr ite the metadata into the selected SQL database, which was 

formerly created by the administrator. The system database is always created during the installation 

process of contentACCESS, but it is not associated with a tenant. Databases associated with specific 

tenants are set up by the system administrator, on the All databases page.  

Factors to be considered before creating databases: 

V The number of users expected for your database ģ if the company (tenant) has more than 2,000 

mailboxes, it is recommended to create more archive databases (e.g. for storage, email archive, 
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provisioning, or to set separate databases for the Exchange groups) to ensure a better transparency 

of data. 

V The amount of expected data in the database ģ always estimate how much space your data will 

require. 

V It is also worth to consider the retrieving capacities of the database. 

To open All databases page in contentACCESS, navigate to System tab Ą Tenants Ą All databases 

control on the Central Administration ribbon. On this page you may find all databases created to all 

tenants. The server, where the tenant databases are installed, the database name, schema, user 

details and the associated tenants are also displayed in the grid: 

 

+ create new 

To be able to run processing jobs in contentACCESS, a new database must be created. This database 

must be then selected on the jobĦs configuration page, or in case of archiving the Exchange, it can be 

also associated to a mailbox from the address book. Click on + create new option and fill required 

data in the Database repository  window.  
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Connection name: Enter a display name for the newly created database. This will be the name of the 

database in contentACCESS Central Administration. 

If you want to use system database server check the ĨUse system database serverĩ checkbox as it is 

shown on the screenshot above. This will populate the server settings. Type the database name into 

the ĨDatabaseĩ field. This will be the name of the database on the SQL server. If you want to use 

database server which differs from the system database server, then follow the next steps: 

b) Type: choose the type of database from the dropdown list (MSSQL is supported by default) 

c) Server name: enter the name of the database server (where MSSQL is installed)  here 

a) Database: the database will be created on SQL server under this name 

d) Schema: type in the database schema (optional) 

Under Database user configurations you may create a database user. There are multiply options 

how to create a database user: 1) You can use an already existing user to connect to the database, or 

2) you can create a new database user. 3) It is also possible to use the service user credentials to 

connect to the database, or 4) you may create a database user with random credentials (the user 

name can be edited). 
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1) If  you want to use an already existing user, check the Use explicit user checkbox and enter 

the user credentials into the New or existing user/Password/Confirm password  textboxes.  

 

2) If you want to create a new database user with custom credentials, type them into the New 

or existing user/Password/Confirm password textboxes. Do NOT click on the Generate user 

and password button.  

 

3) To connect with the service account, leave the Use explicit user checkbox unchecked and 

leave all the fields empty. 

 

4) To create a new user with a random password check the Use explicit user checkbox, and 

click on the Generate user and password button. The user name can be edited directly here. 

 

 

A newly created database user will have access permissions only to the currently created database.  

Under Connect with user enter the credentials of the database user, who has the right to create a 

new database on the SQL server. If the Use explicit credentials  checkbox is not checked, then 

contentACCESS will automatically connect to the database (MSSQL) under the contentACCESS 
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service account. If you want to connect with an explicit user, check this checkbox, then enter the login 

data. 

Test database connection: with a click on this button run a test connection to check if 

contentACCESS managed to connect to the selected database server (MSSQL). 

Tenants: select a tenant from the dropdown list to which the database will be associated. 

Click on Save and the New database will turn up in the list of databases.  

Note: When we are archiving from the Exchange server, the database must be associated with the 

mailbox from the address book, or the first running email archive job will associate the configured 

database to the archived mailbox(es). In case of file system archive a database must be selected 

during the configuration process of the job. 

 

+ configure existing   

If you need to establish a connection between an already existing SQL database and contentACCESS, 

click on + configure existing  and configure the required data in the Database repository  window. In 

this case, you do not create a new database; an already existing database from the SQL server is used 

only. 

 

Connection name: Enter a display name for the database. This will be the name of the database in 

contentACCESS. 
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If you want to use system database server check the ĨUse system database serverĩ checkbox as it is 

shown on the screenshot above. This will populate the server settings. Type the database name into 

the ĨDatabaseĩ field. This will be the name of the database on the SQL server. If you want to use 

database server which differs from the system database server, then follow the next steps: 

b) Type: choose the type of database from the dropdown list (MSSQL is supported by default) 

c) Server name: enter the name of the database server here (where MSSQL is installed) 

d) Database: type here the name of an already existing database on the SQL server 

e) Schema: type in the database schema (optional)  

Use explicit credentials:  if this checkbox is not checked, then contentACCESS will automatically 

connect to the database (MSSQL) under the contentACCESS service account. If you want to use an 

explicit database user, check the checkbox and enter the user credentials.  

Test database connection: with a click on this button run a test connection to check if 

contentACCESS managed to connect to the selected database server (MSSQL). 

Tenants: select a tenant from the dropdown list to whom the database will belong to 

Click on Save and the New database will turn up in the list of databases. 

 Update all databases 

With a click on this option it is possible to update the structure of all databases. Click this button and 

the status bar of the updating plugin will appear. In this status bar, the following operations are 

accessible; start/stop running, manual refresh, enable/disable auto refresh and logs (this will redirect 

the user to the last run session of the database updating plugin): 

 

  

mailto:sales@tech-arrow.com
http://www.tech-arrow.com/


 
 

 
 

contentACCESS Manual  |  Version 2.9|  ALL RIGHTS RESERVED 

TECH-ARROW, a. s.  |  Kazanská 5B, 821 06 Bratislava, Slovakia, EU  |  E-mail: sales@tech-arrow.com | www.tech-arrow.com   111/298 

 
 

Common features 

 

For crawling mailbox and folder contents contentACCESS uses plugins. A plugin in contentACCESS 

is a component of the software that adds specific features to the application. Each type of a plugin has 

its own specific use-case, but its features can be simply extended dependently on the process that it  

should implement. 

Dependently on the implemented process the administrator creates certain instances from these 

plugins, which we call Ĩjobsĩ. Even these jobs differ from each other concerning their settings, but 

there are certain features that are common to all of these jobs: all jobs will use a database where they 

will write m etadata, they will have a storage where they will store binaries, they will have a scheduler 

which will specify their run times, they will have a retention which will determine the period as long 

as the data (documents, emails, etc.) processed by a job must be accessible etc. These settings are 

configurable in the following groups: 

Á File Archive  tab Ą Settings group by the File Archive; 

 

Á Email Archive tab Ą Settings group by Email Archive; 

 

Á Custom plugins tab Ą General group by Custom plugins. 
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